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******************* START OF CR *******************************************
6.1.3.2
Authentication procedure for 5G AKA

5G AKA enhances EPS AKA [10] by providing the home network with proof of successful authentication of the UE from the visited network. The proof is sent by the visited network in an Authentication Confirmation message. 

The selection of using 5G AKA is described in sub-clause 6.1.2 of the present document. 

NOTE 1:
5G AKA does not support requesting multiple AVs, neither the SEAF pre-fetching AVs from the home network for future use.

In 5G AKA there are two types of authentication vectors, namely the following:

-
5G HE AV: the 5G Home Environment Authentication Vector is the type of authentication vector(s) that is received by the AUSF from the UDM/ARPF in the Auth-info Resp. The 5G HE AV has the following fields: RAND, AUTN, XRES*, and KAUSF.

-
5G AV: the 5G Authentication Vector is the type of authentication vector that the SEAF receives from the AUSF in the 5G-AIA message. If the 5G AV is generated from 5G HE AV, the 5G AV has the following fields: RAND, AUTN, HXRES*, and KSEAF. The difference between the 5G HE AV and the 5G AV is that the XRES* and the KAUSF in the 5G HE AV is replaced by the HXRES* and the KSEAF in the 5G AV. If the 5G AV is generated locally by the AUSF, the 5G AV has the following fields: NONCEAUSF, HASHAUSF, HXRES*, and KSEAF. NONCEAUSF corresponds to RAND that is a random string generated by AUSF locally. HASHAUSF corresponds to AUTN that is a hash value computed by AUSF as per Annex A.X.
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Figure 6.1.3.2-1: Authentication procedure for 5G AKA

The authentication procedure for 5G AKA works as follows, cf. also Figure 6.1.3.2-1:

0.
The AUSF shall sentd a Nudm_UEAuthentication_Get Request message to the UDM/ARPF, if SUCI was included in the Nudm_UEAuthentication_Get Request, UDM/SIDF shall deconceal the SUPI and then chose 5G-AKA as authentication method for the SUPI as described in Clause 6.1.2.

1.
In case of full authentication, the UDM/ARPF shall create a 5G HE AV. The UDM/ARPF does this by generating an AV with the Authentication Management Field (AMF) separation bit set to "1"as defined in TS 33.102 [9], The UDM/ARPF shall then derive KAUSF as per Annex A.2, and XRES* as per Annex A.4. Finally, creating the UDM/ARPF shall create a 5G HE AV from RAND, AUTN, XRES*, and KAUSF.

2.
The UDM/ARPF shall then return the 5G HE AV to the AUSF together with an indication that the 5G HE AV is to be used for 5G-AKA in a Nudm_UEAuthentication_Get Response. In case SUCI was included in the Nudm_UEAuthentication_Get Request, UDM will include the SUPI in the Nudm_UEAuthentication_Get Response.. 

3.
In case of full authentication, the AUSF may store the XRES* temporarily until it expires. The AUSF may store the KAUSF. The AUSF continues with step 4.

In case of fast re-authentication, the AUSF shall generate a random string NONCEAUSF locally, compute XRES* as per Annex A.4, compute HASHAUSF as per Annex A.X, compute HXRES* as per Annex A.5, derive KSEAF from KAUSF as per Annex A.6, and then create a 5G AV from NONCEAUSF, HASHAUSF, HXRES*, KSEAF. The AUSF may store the XRES* temporarily until it expires. The AUSF continues with step 5.

4.
The AUSF shall then generate the 5G AV from the 5G HE AV received from the UDM/ARPF by computing the HXRES* from XRES* according to Normative Annex A.5 5 and KSEAF from KAUSF according to Annex A.6, and replacing the XRES* with the HXRES* and KAUSF with KSEAF in the 5G HE AV.

Editor's Note: It is FFS whether HXRES* should be computed in the ARPF.

5.
The AUSF shall then return the 5G AV (RAND/NONCEAUSF, AUTN/HASHAUSF, HXRES*, KSEAF) to the SEAF in a Nausf_UEAuthentication_Authenticate Response. In case of fast re-authentication, the AUSF shall include a Home Key Re-usage Indication (HKRI) in the Nausf_UEAuthentication_Authentication Response. 
6.
The SEAF shall send RAND/NONCEAUSF, AUTN/HASHAUSF to the UE in a NAS message Auth-Req. This message shall also include the ngKSI that will be used by the UE and AMF to identify the KAMF and the partial native security context that is created if the authentication is successful. If HKRI is not received, the ME shall forward the RAND and AUTN received in NAS message Auth-Req to the USIM and continue with step 7, otherwise continue with step 8.

7.
At receipt of the RAND and AUTN, the USIM shall verify the freshness of the authentication vector by checking whether AUTN can be accepted as described in TS 33.102[4]. If so, the USIM computes a response RES. The USIM shall return RES, CK, IK to the ME. If the USIM computes a Kc (i.e. GPRS Kc) from CK and IK using conversion function c3 as described in TS 33.102 [4], and sends it to the ME, then the ME shall ignore such GPRS Kc and not store the GPRS Kc on USIM or in ME. The ME then shall compute RES* from RES according to Annex A.4. The UE shall calculate KSEAF from KAUSF according to clause A.6.

8.
If HKRI is not received, the ME accessing 5G shall check during authentication that the "separation bit" in the AMF field of AUTN is set to 1. The "separation bit" is bit 0 of the AMF field of AUTN.

NOTE:
This separation bit in the AMF field of AUTN can not be used anymore for operator specific purposes as described by TS 33.102 [9], Annex F.

If HKRI is received, the ME shall compute XHASHAUSF as per Annex A.X. If XHASHAUSF is not equal to HASHAUSF, the authentication is fail. Otherwise, the ME shall compute RES* from NONCEAUSF according to Annex A.4. The ME shall derive KSEAF from the KAUSF according to Annex A.6. 
The UE shall return RES* to the SEAF in a NAS message Auth-Resp. 

…………….
******************* SECOND OF CR *******************************************
A.4
RES* and XRES* derivation function 

In case of full authentication, when deriving RES* from RES, RAND, and serving network name in the UE and when deriving XRES* from XRES, RAND, and the serving network name in the ARPF the following parameters shall be used to form the input S to the KDF. 

-
FC = 0x??,

-
P0 = serving network name,

-
L0 = length of the serving network name (i.e. 0x00 0x03),

-
P1 = RAND,

-
L1 = length of uplink RAND (i.e. 0x00 0x04)

-
P2 = RES or XRES

-
L2 = length of RES or XRES
The input key Key shall be equal to the concatenation CK || IK of CK and IK.

In case of fast re-authentication, when deriving RES* from NONCEAUSF and serving network name in the UE and when deriving XRES* from NONCEAUSF and the serving network name in the AUSF the following parameters shall be used to form the input S to the KDF. 

-
FC = 0x??,

-
P0 = serving network name,

-
L0 = length of the serving network name (i.e. 0x00 0x03),

-
P1 = NONCEAUSF,

-
L1 = length of NONCEAUSF (i.e. 0x00 0x04)

The input key Key shall be equal to the KAUSF.

The serving network name shall be equal to the concatenation of the service code set to '5G' and the SN Id according to sub-clause 6.1.1.4 "Construction of serving network name". The (X)RES* is identified with the 128 least significant bits of the output of the KDF.

A.5
HRES* and HXRES* derivation function 

When deriving HRES* from RES* in the SEAF and when deriving HXRES* from XRES* in the AUSF the following parameters shall be used to form the input S to the SHA-256 hashing algorithm:

-
P0 = RAND or NONCEAUSF,

-
P1 = XRES*
The input S shall be equal to the concatenation P0||P1 of the P0 and P1.

The H(X)RES* is identified with the 128 least significant bits of the output of the SHA-256 function.

******************* THIRD OF CR *******************************************
A.X
(X)HASHAUSF derivation function

Derivation of HASHAUSF by AUSF and derivation of XHASHAUSF by UE from KAUSF during 5G AKA fast re-authentication shall use the following parameters as input to the KDF given in TS 33.220 [28].

-
S = NONCEAUSF || "5G AKA Re-authentication" (Concatenation of NONCEAUSF and "5G AKA Re-authentication")
-
key = KAUSF 

(X)HASHAUSF is the 128 least significant bits of the 256 bits of the KDF output.

******************* END OF CR *******************************************
